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Awareness Through Information Sharing

Incidents/Articles of Note:

* Russian Hacktivists Actively Targeting Hospitals With DDoS Attacks in the US
and Pro-Ukraine Countries

¢ 11 Predictions for Campus Safety and Security in 2023

¢ Virginia has a first-of-its-kind plan to help healthcare workers feel more
supported and valued

¢ Ransomware gang apologizes, gives SickKids hospital free decryptor

e Fraudulent Nursing Diploma Scheme Leads To Federal Charges Against 25
Defendants

e FTC orders GoodRx to stop sharing users’ health data with advertisers, issues
$1.5M fine

¢ Wife Fatally Shot Terminally Il Husband in Florida Hospital

¢ Clop ransomware group targeting provider-patient trust by infecting medical
images

* New Law Enables FDA to Regulate Medical Device Cybersecurity

e Ransomware Hit 200 US Gov, Education and Healthcare Organizations in
2022

e CMS warns hospitals must protect staff, patients from violence
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- Tools and Resources -

Article | Campus Safety Magazine

Hospital Security from the
Front Door to the Bedside

All aspects of the global healthcare
industry have been impacted by the
pandemic and the digital transformation
it accelerated; creating not only hospital
security challenges but also, as noted in
Deloitte’s 2022 Global Health Care
Outlook, “a powerful opportunity for the
healthcare sector to reinvent itself.”

Article | Facilities Net

Active Shooters in the
Workplace: 10 Insights that
Improve Safety

With all the media reporting on the
hundreds of workplace active shooter
incidents over the last decade since
Sandy Hook, one would think that
facilities managers would have been
offered insights on why these workplace
tragedies occur and some clues on how
to respond.

Have you Registered for our Upcoming
Conference?

March 23rd 2023 | Virginia Beach, VA
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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